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1
1.1

Ranger Outpost Client Manual
What is Ranger Outpost?

Ranger Outpost is a safe, secure and reliable remote access solution that allows
students and staff to access their work from home 24 hours a day, seven days a
week.

Ranger Outpost has 2 components:
1.The Outpost Server in your school or college

2. A program you install on your computer at home to allow you to connect to the
Outpost Server (called the ‘Outpost Client’).

The Outpost Client works across the Internet and allows any files you would normally
have access to at your site (usually your work files and shared files) to be
downloaded from your network’s server to your Client PC.

These files can then be opened and worked on from homet. If you make changes to
these files, they can later be uploaded back to your site's network to ensure your
modifications are available next time you log on.

Note: Ranger Outpost does not allow you to open and work directly on files stored
on your site's server — you must always copy the file to your home PC, edit it and
then transfer it back.

Any files, information and passwords transferred by Outpost are encrypted
and protected by Ranger Outpost’s robust industry standard security to
ensure they are secure to use and cannot be intercepted or used by others.
(Further details of the security can be found on our web site at www.

rangersuite.com)

Ranger Outpost has the ‘look and feel’ of Windows Explorer (or ‘My Computer’) and
therefore should be familiar and easy to use.
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Files can be ‘dragged and dropped’ between the Outpost Explorer window and your
PC’s desktop (or other Window's folders). The Outpost Explorer window also allows
most usual file management operations such as deleting, renaming and moving files.

T Some files may not open if you do not have a compatible application at home. For example: If
the file was created with Microsoft Publisher and you don’t have Microsoft Publisher installed at
home then you may not be able to work on the document.

© 2009 AMI Education Solutions Ltd



6 Ranger Outpost Client Manual

1.2 System Requirements

1.21 Ranger Outpost Client

A Personal Computer (PC) with Internet access (minimum 28k dial-up, broadband
recommended) running either:

« Windows 95 (with Internet Explorer v4 or later)
+ Windows 98

+ Windows ME

« Windows 2000 Professional

« Windows XP Home/Professional

» Windows Vista

Administrator privileges are required to install the Ranger Outpost client software.

Once installed, only standard user privileges are required to run the application.
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1.3 Installing

To install Ranger Outpost, locate the client setup program made specifically for
access to your site. This may be available through a download from your site’s web

site or could be physically given to you. Contact your network administrator for
details.
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Fig 2 - Client Program

Double-click this program to start the Ranger Outpost installation package. It is not
necessary to be connected to the Internet at this time.

RANGER OUTPOST INSTALLATION PACKAGE
(£} 2004-2006 Sentined Products Ltd

The fibes enclosed are detributed according to the
termes and conditions of the software kicence.

See enclosed README Lt For latest release information, ..
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Fig 3 — Client Extract Install

After an initial pause whilst the files are being extracted to a temporary directory,

the setup dialog is displayed. This dialog allows you to select either an Express or
Custom Setup.
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Fig 4 — Ranger Outpost Setup dialog
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1.3.1

1.3.2

Select either one of the two options. To preview the licence, click the ‘read the
licence’ button after which you must select the checkbox to accept the licence in
order to proceed. Selection of the Accept licence button will activate both the ‘back’

and ‘install’ buttons. To preview the product information, please choose the
appropriate button.

Express Install

To proceed with the installation, click the ‘Install’ button which in turn will kick off
the installation procedure of your choice.

If you chose the Express installation option in the preceding dialog (see Fig 4), you
do not need to do anything further. The installation will proceed uninterrupted to the
end until the ‘Setup complete...” dialog is displayed as seen below.
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Fig 5 — Express setup

Click the ‘Finish’ button to complete your setup of Ranger Outpost.

Custom Install

On the other hand, the custom installation procedure which is recommended for
advanced users (and uninstall procedures), is slightly different.

Select ‘Custom installation’ as seen in the image below, read the licence document;
accept the terms, in order to proceed.
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Fig 6 — Custom setup
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You will then be presented by another dialog
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Fig 7 — New Installation

The ‘New Installation” option button will be selected by default if this is the first time
Ranger Outpost is to be installed on the machine; click ‘Next’ to continue.

A new dialog is presented to you and it will display the program folder location. If you
would prefer installing Ranger Outpost to another location, you may click the ‘browse’
button. We, however, recommend the default settings.

Rarger duipast Seiup H
Irmtal Locaston
iz onde the rama of B | whace f arger o thould

:' P F il \Faaraded Duigail Cheen

oo | [ _coew |

Fig 8 — Installation Location

Browse or enter a suitable folder for the product to be installed to or accept the
default shown. Select ‘Next’ to proceed.

The installation progress showing the tasks to be performed is displayed.
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Fig 9 — Installation progress
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Select ‘Install to proceed.

Each task item is run in turn and once all the tasks have successfully completed
(indicated by an ‘ok’ at the end of each task performed), click ‘Next’ to display the
completion dialog.
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Fig 10 — Tasks completed

B

Read the post-setup notes that are displayed. These contain tips for using Ranger
Outpost.
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Fig 11 — Completion dialog

Selecting ‘Finish’ will exit the installation program. Outpost is now installed and ready
to be used.

1.3.3 Upgrading

Selecting the upgrade option from the installation dialog will overwrite the current
version of the Ranger Outpost client with the latest version. All connection settings
can be retained or reset as required.

NOTE: If the Installation file is of an older version than the one currently installed,
setup will not continue. The ‘Install’ button will be disabled and a warning is
displayed telling the user as to why setup will not continue. Click ‘cancel’ to exit the
setup program.

To perform an upgrade, select this option from the installation type dialog.
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Select '‘Next’ to view the upgrade options dialog.
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Fig 13 — Upgrade options

This dialog will display the version of Ranger Outpost client currently installed, as
well as the version to be copied. Note that the upgrade option can be used to
perform a re-install of the same version of client software as shown in Fig 12 above.
The setup tasks dialog in Fig 13 will be displayed during the next installation process.
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Fig 14 — Configuration file dialog

Click the ‘Install’ button to proceed with the setup tasks. Installation will continue
until all tasks have been completed successfully. This will be marked by an 'Ok’ next
to each task performed as shown in Fig 15 below.
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Fig 15 — Setup tasks completed
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Click ‘Next’ to continue and ‘Finish’ in the next dialog. Outpost setup is now
completed and the product is ready to use.

1.3.4 Upgrade: Advanced Configuration Setup

Ranger Outpost has an advanced upgrade option for experienced users. This option
is available for those users who may wish to run their outpost client against more
than one Outpost server. In the following pages, we shall see how this is achieved.

By default, the configuration details for the site that created the installation package
will automatically be included in the setup package. This option is provided for
advanced installations where, for instance, multiple site connections are required.

Ranger Outpost configuration files are custom files produced in .SDF format. These
Site Definition Files (.SDF) contain information about the target gateway address,
port and Outpost server. These files should not be modified manually.

If a Remote Access client is required to connect to multiple remote sites, multiple .
SDF files can be imported.

Advance Configuration Setup

Upgrading Outpost with an advance option selected can be done in cases where the
Outpost client needs to be setup to connect to more than one server. This setup is
not normally used, although outpost client has an inbuilt function to handle such a
situation.

To configure your Outpost client, start the installation as described in the previous
section. When you get to the ‘Upgrade Options..’ dialog, tick the checkbox ‘I want to
add a configuration file’ as shown below:
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Fig 16 — Advance Configuration Option
Click ‘Next” to continue with the advanced configuration installation. Setup will run

through the setup tasks and when they are completed, a new dialog for remote
access configuration will be presented to you as shown in Fig 17 below:
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Fig 17 — Remote Access Configuration

Click to browse to the folder containing the configuration file(s) for the other server
(s) as in Fig 18 below:
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Fig 18 — Browse to the Configuration file(s) folder
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Select your target folder and click ‘Ok’ to continue. In this example, my configuration
file is located in the ‘MyConfigurationFiles’ folder on the C:\ drive. You will then be
presented by the dialog, showing your selection.
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Fig 19 — Site Definition File Location

NOTE: If your selected location does not contain any site configuration files, a dialog
will be presented to warn you of this fact and you may decide to continue or go back
to select the correct folder.
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If your selected location is correct, confirm by clicking ‘Next’ and the setup will
continue to completion.
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Fig 20 — Setup complete

Click ‘Finish’ to exit the installation program. Outpost will now be set up and ready for
use.

1.3.5 Removing Outpost

You may wish to uninstall Ranger Outpost from your computer for any reason.
Removing Ranger Outpost from your computer can be as simple as the installation
process itself. The Client can be removed from your computer at any time. Select
‘Ranger Outpost Remote Access Client’ from 'add/remove programs' control panel

applet.
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Fig 22 — Add/remove programs

Select ‘Change/Remove’ to launch the Ranger Outpost setup program. This brings
you to another dialog. Notice that you will only be presented with one option - to
‘Uninstall’.
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" Fig 23 - Uninstall Ranger Outpost Option(s)

Click ‘Next’ to begin the removal process. The beginning of the removal process
dialog is displayed, showing you the tasks to be performed.
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Fig 24 — Uninstall Actions to be taken

Click ‘Uninstall’ to proceed with the removal procedure. You will immediately be
presented with another dialog box warning you of the action that is about to be
taken. Click ‘Yes’ to continue.

NOTE: Clicking ‘No’ will cancel all the previous actions and Ranger Outpostclient will
not be removed from your computer.
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Fig 25 — Confirm Uninstall - Warning

When you select ‘Yes’ in the above dialog, the uninstall process will start and run to
completion. At the end of all removal actions, a dialog displaying all the actions taken
will be displayed showing you the status of each action, i.e. by displaying an ‘Ok’ per
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successful action taken.
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Fig 26 — Uninstall Actions Completed

Click the ‘Next’ button to continue.
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Fig 27 — Uninstall Complete

Click ‘Finish’ to close the window. Notice that by default the checkbox to ‘Reboot
now’ is selected. Clicking ‘Finish’ while this option is selected will restart your
computer in order to completely remove the outpost dependent folders. This is
required in order to complete the uninstall. You may wish continue working with your
windows programs, in this case de-select the ‘Reboot now’ checkbox and click finish.
The Ranger Outpost Client will complete the uninstall on the next reboot.
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1.4

1.4.1

Using Ranger Outpost

Introduction

Ranger Outpost Client is the application used to gain access to files on an Outpost
Server via a remote connection.

Only the Ranger Outpost Client can communicate with Ranger Outpost servers. Since
both products were designed specifically with security and controlled access in mind,
no other applications can utilise or interpret any of the communications traffic
between the two, because it is encrypted and secure. This means that when you are
in Windows connected to your School/College’s remote server, ONLY the Ranger
Outpost application will be able to see or communicate with that server. If you
‘switch task’ during a Ranger Outpost session to Internet Explorer or a command-line
window, you will have no similar remote access capabilities.

Ranger Outpost combines user authentication, file transfer and work submission into
the same application. Ranger Outpost makes file transfer and data management
faster, easier, and more secure.

1.4.2 Starting Ranger Outpost

Ranger Outpost should be started after connecting to the Internet. The application
can be started by either using the shortcut in the Start Menu or on the desktop
(see Fig 27).

Note: If using dial-up, it is important not to close Internet Explorer if this was
required to initiate a connection to the Internet. If this was the case, then closing
Internet Explorer could terminate the connection to the Internet.

Tip: For security reasons, the Ranger Outpost communications channel will
automatically close after 15 minutes of inactivity. This will result in a warning
message being reported, followed by the Ranger Outpost application shutting down.

If this does happen, re-start Ranger Outpost client from the appropriate shortcut on
the desktop or Start Menu.

2

Ranger
Cukpost

Fig 27 —
Ranger
Outpost
client
shortcut

Once the program is started, a logon dialog will be displayed.
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Log on ko Ranger Dutpost £

Sentinel Products Ltd
Copyright © 2004 - 2006
All rights reserved

1
0°
1’ P Conaect to: [Sentinel Development =]
oY

User name: |08stuDios

Pasaviaid: ]i-llllllllill'l

Varsion: 2.0.0.1183 (Balease) "“""'"I L |

Fig 28 — Ranger Outpost client Logon dialog

Enter the same username and password as you would when logging in to your
site's network. Passwords are still case-sensitive.

Take extra care when entering this information, as for security reasons if you make a
mistake, specific information about which entry is incorrect is not displayed.

Note: Possession of a valid username and password for access to your site does not
necessarily mean that you will be allowed remote access. Please check with your
network manager if you have difficulty logging in.

If your username is not recognised or the password is incorrect, an error message will
be displayed and the application will shut down.

If Ranger Outpost cannot connect to the server due to your Internet not being
connected, the site’s server not running, an invalid or corrupt configuration or a
communications problem, the following message will be displayed:

Ervar B

a e 145 et il iy COPCION b the Dt Serend
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Fig 29 —Connection failed — Error

Note: The Ranger Outpost client application will close after any error messages are
acknowledged by the user. This is for security reasons to avoid potential automated
unauthorised access attempts.

Once the user has been authenticated, the Ranger Outpost client Explorer window
will be displayed.
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Fig 30 — Ranger Outpost client Explorer
window

This window will display a tree view containing the following information:

Note: The information in the table below may differ from the example in Fig 30
above.

My This contains your own files and documents as would be seen from your
Work ‘home’ drive (such as H:\ or N:\) when logged in to your site. All files and
sub-folders will also be displayed.

Shared This folder points to the sites’s Shared Folder. Different organisations use
this for different purposes. You will have the same permissions on this
folder and its files as you have when logged on at a network PC. If you
don’t have access to a folder or file when at site, you will hot have access
to it when connected remotely.

Staff This folder contains the names of Staff users that have been added to the
Outpost system. These folders can be used to hand-in or submit work
directly to a member of staff. You will hot be able to see any files other
than those you have handed in.

Note: Any files or documents ‘handed in’ to a member of staff will be
automatically tagged with your username. This is to allow the recipient to
instantly see who the document has come from.

Any files uploaded to a staff folder will automatically appear in the staff
user’s OutpostBox folder.

If you upload a file by mistake or want to delete it, then simply select the
file and press delete.

Cancelled or failed uploads (perhaps because the Internet connection was
disconnected part-way) will entirely delete the uploaded file.

The toolbar displays the most common tasks available.

ol » A Properties ® '~| El"""""" o
Fig 31 — Ranger Outpost client Toolbar

The following table shows the tasks available from the Ranger Outpost client toolbar.
Back Display the last view shown
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Forward
Up

Stop
Refresh
Delete
Properties
Cut

Copy

Paste

Views

Move down the selected folder

Move up to the parent folder

Stop the current file transfer

Refresh the current view

Delete the selected file/folder

View the properties of the selected file/folder
‘Cut’ the selected file/folder to the clipboard
‘Copy’ the selected file/folder to the clipboard

Paste the file/folder currently in the clipboard to
the current location

Change the view of the current folder to list,
large or small icon mode
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143

Transfering a file

If you are within the Ranger Outpost client explorer and you double-click a file or
select a file and press the ‘Enter’ key, the local browse dialog will be displayed.
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Fig 32 -Browse dialog

Select a local target path for the file to be transferred to. This can be any area on
your PC where you are allowed to save files.

Note: It is not possible to open files from their remote location. The file must be
moved or copied to a local location for editing.

Select 'OK’ to begin the transfer/download process.

Ranger Qutpost Explorer

o Carrying oul reguests, please wait...

oV
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pownloading,..
File: Sentinel Developrnentsharelilind5SR 2 o

10.41 WE of 79.1 MB 1.94 MB\second

Fig 33 —Transfer in progress

The file will be copied to the local machine. The time taken will depend on the file
size, the speed of the Internet connection and the number of other users currently
using the Outpost Server system. As an example, a ten page Word document may
take 2 minutes to download using a 56k dial-up connection, but only 20 seconds
using a 512K ADSL connection.

Note: If the copied file is too small or the internet connection is very fast or both,
the preceding dialog box may not appear.

If many other users are downloading files simultaneously to their remote machines,
download speeds will be limited by the site’s available upstream bandwidth.

For example:
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If a school has a 1Mbs downstream and 256kbs upstream Internet connection
and 256 users are trying to download files simultaneously, the average maximum
available transfer speed per user will be 1kb per second (slow). In reality it is
unlikely all users will be downloading files simultaneously, but if demand is high, it
may be necessary to try later or ask the Network Manager to increase the
school’s Internet bandwidth.

Copying a file using ‘Drag’n’Drop’

It is possible to drag and drop any file visible in the Ranger Outpost client ‘explorer’
window to your local PC. Usually you would drag files to the desktop, but files can be
dragged to any open Explorer folder. Files cannot be dragged directly to an
application.

Highlight the file with the mouse and while keeping the left mouse button held down,
drag the file to the desired location on your PC.

This will initiate the transfer progress as shown above.

Note: It is not possible to move a file using the right mouse button, although cut/
copy and paste work normally.

Tip: If using a dial-up Internet connection, Ranger Outpost client can be closed after
downloading a file to allow the Internet to disconnect, and then reopened and
reconnected when the document needs to be uploaded. However, ADSL (broadband)
users may wish to leave the connection open for longer periods of time.

NEW: Complete directories can now be moved using Ranger Outpost client

1.4.4 Editing a local File

Once the file has been copied to your PC it is available for local editing. The file can
be edited with any suitable software present on the local machine. Double-clicking
the file will usually select the most suitable program.

If no suitable program to view or edit the file is present, a dialog will appear asking
what program to use. A choice of selecting from a list or using the web selection
service is available. Choose ‘Select the program from list’.

J Windiows Cannot open thes file:
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ROGEAmS 0N YO Compuber.

What dio you wank o do?

() Lise the Wb servics ko find the appropriste program
(&) Sl the program from & ket

0K Canced

Fig 34 -Open with
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Selecting from a list will display a dialog showing all the programs installed on your
computer.
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Fig 35 -Open with - choose an application.

This is usually a good indication that no suitable program exists to view or edit this
file.

Some software can open and edit files created with other software applications. If a
file is modified, remember to save the file in a format which can be read by the
software present on your site’s PCs.

1.4.5 Tranfering files back to the server

Any file on your PC can be copied to your host site's network server using Ranger
Outpost. You will only be able to copy files to your home area and locations where
you have specific write permissions. The same permissions and security apply when
connected remotely as when logged on at a network PC.

For example, if you have ‘read-only’ permission to a network shared area, you will not
be able to transfer a file to this location using Ranger Outpost since the operation
also requires 'write' permission.

Note: Files transferred to the server will usually be scanned by the network’s anti-

virus system. Also, all file transfers are logged to allow the identification of system
usage and or, abuse.

Files are transferred to the server using drag and drop. Multiple files can be selected
at one time.

Select the file(s) to be copied with the mouse. Hold down the left mouse button and
‘drag’ the file(s) into the Ranger Outpost folder area.
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Fig 35 — Transferring a file

Alternatively, select the file with the mouse. Right click on the file and select ‘copy’
from the menu. Click into the Ranger Outpost folder area and select the ‘Paste’
button to initiate the file transfer.

If there is a file with the same name already in the folder it will be overwritten
automatically.

The file will be copied to the server, displaying a file transfer dialog as shown when it
was copied down. The only noticeable difference in the dialog is the fact that it
reads Uploading instead of downloading as in the case of the former file transfer
operation.

Once the transfer is complete, the local file can be deleted if it is no longer required.

Note: All logon sessions and file transfers are logged and recorded onto the Outpost
server to provide Network Managers with detailed usage information.

If a transfer is cancelled either manually or as a result of a fault (e.g.: the Internet
connection failing), the whole file transfer will fail and none of the file will be
transferred.

1.4.6 Submitting Files

You can ‘submit’ documents and files directly to members of staff using Ranger
Outpost client. This will copy documents and files from your PC into a specific
‘OutpostBox’ folder in the staff user’s home area on the network.

This allows you to ‘hand in” work to a member of staff without being able to see
other files in their area or being able to modify the file after it has been submitted. It
is possible for you to submit multiple files to this area, all of which will be date and
name stamped accordingly.

Browse the ‘staff’ folders in the Ranger Outpost Client window. Select the user who
is to receive the file.

Select the local file(s) to be copied with the mouse. Hold down the left mouse button
and ‘drag’ the file(s) either onto the target username’s folder in the left hand tree or
anywhere in the right hand pane.
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Fig 36 — Submitting a file

If the target staff user is configured to receive files (i.e. has an ‘OutpostBox’ folder in
the root of their home drive with appropriate access permissions set) the cursor will
allow you to drop the file onto the folder, and the file transfer will start immediately.

If the target staff user's OutpostBox folder does not exist or you do not have
appropriate write permissions, a notification message will be displayed advising you
that you cannot transfer files to this location.

If file transfer is allowed, the file will be copied to the remote site server, displaying a
similar transfer dialog to that shown when it was copied down.

After file transfer is complete the staff folder will refresh to show the file successfully
uploaded.

TIP: Make sure your file transfer is successful before you log out of the Ranger
Outpost client.

Viewing submitted Files

Only Staff users who have the ability to receive submitted files can view and edit
files either remotely via Ranger Outpost or by browsing their home directory whilst
logged on to a network PC.

Log in to the network as normal and browse your home folder. A folder called
OutpostBox will contain all the files that have been submitted. The filenames will
have been modified to include the username of the person who submitted the file.
This username prefix cannot be forged or tampered with by the sender.

This mechanism provides both an accurate way of knowing the source of a
document, and a convenient way to identify the sender without having to open the
file. It also overcomes the issue of multiple students submitting a document with the
same filename (e.g. Earthquakes homework.doc).
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Fig 37 — View of OutpostBox

These files can be viewed or modified using software available on the local machine.
The file name will have been modified to include the account name of the user who
submitted the file.

Once submitted, these files can be moved, copied, deleted and manipulated like any
normal file.

14.8 Closing Rager Outpost Client

A Ranger Outpost session can be finished by closing the Ranger Outpost client
application. To do so, select ‘File’ - ‘Close’ from the pull down menu. This will exit
Ranger Outpost and effectively log you out. This will close the window and terminate
any transfers currently in progress.

Closing the Ranger Outpost client application will not automatically disconnect a dial-
up Internet connection.

Outpost client can be re-opened to start another session.

NOTE: A lengthy period of inactivity will lead to a loss of connection to the outpost
server. This is not an error; it is a security check. The user will be presented with a
dialog box as seen in Fig 38 below.

fam o

Error

@ The connection ko the Cutpost Server has been closed.

Fig 38 — Automatic closure of an inactive connection

If the user still wants to use outpost client and server, then a new connection
attempt has to be made.
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1.5 Additional Features

At AMI Education Solutions our Ranger Products are continually developed and new
features and functions are added to the programs.

It is therefore advisable to visit our website regularly in order to check for updates and
new products. We also have a vast amount of knowledge related to our products in the
form of knowledge base articles' that can easily and freely be accessed via the internet.
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